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Human Nature

Since the dawn of mankind:

How do | do stuff fast?

Hunt, reproduce, eat, sleep, code, drink

Multiplication of binary polynomials



Poly-mult
a(x)=a,tax+a,x'+..+a X'

)
b(x)=b,#b, x+b,x +..4b X' o
Finite fields of char. 2

elliptic curve crypto, ...
Product

2 2
c[X)=c e Xt e, X ke, X

Z aibj Mod 2

i+j=k

Where



Crypto 2009

e Dan Bernstein:

- Recursive constructions
e (Karatsuba, Toom, Cook)
- Heuristic postoptimizations

- Really good values. Improvements??



General Lesson from Karatsuba-type techniques

2n__ n
b+b. x+..+b x""=B.+B. X"
0 1 n—1 - 0 1

A,*B, A,*B, (A#+A,)*(B+B,) T(2n)<3T(n)+cn

Mult. of degree 1 poly
With 3 multiplications



* Any circuit for poly mult gives rise to some
recurrence relation

» A circuit with few multiplications gives better
recurrence (maybe)\

Multiplicative complexity

Strategy: Use computer search to find circuits with few
AND gates, then use this as recurrence.
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Results

For 10-bit muilt.

new circuit with 154 gates

Best had 155

1 gate less, but 20 and gates less
Improvements also for 15-bits and other values



L esson

* |In this day and age there is still room for
Improvement on how to multiply very smali
polynomials
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