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Withess Signatures

o Signlx,w,m) => o, s. k. \ferbfj(x, M, o) = 1

o There exisks a black-box extractor bhat exkracks a
withess from any efficient forqger F that outputs %
s.b. Verify(x, m, o) = 1.

o Related to:
o Nown-malleable NIZKPoK
o Sighatures of Knowledqge fChaseijSjamsk‘avaO&]

o Both r@.quir@. CKS



Withess Signatures

o Goal of withess-based crypto:
Avoid central setup Llikke CRS/RO

o Assume tamper-proof hardware tolkens

o Information theoretic efficient
consbruction with stateful tokens

o Cownstruct (tag-based) non-malleable
LK-M1P



Cur resulks

o Initiate study of non-malleable MIPs

o Obkain unconditional conskruction via
non-malleable codes

o Use this to obtain withess signatures in
the stabteful tolken model

o Unforgeability from non-malleability



(Stand-alone) MIP:
Setting
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(Stand-alone) MIP
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ZK-MIPs for all NP, also PoK

[ BenOr-Groldwasser-Kilian-Wigdersong ¥,
LagidoﬁmSkamir‘)O]
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Nown-malleable (SS)
MIP: Construction

o Information theoretic

o Uses split-state non-malleable codes



Sum MATY

o New cryptographic objects:
Wikthess Signatures and Nown
Malleable MIPs

o Interesting application of non-
malleable codes in the information-
theoretic setting






SFLLE Stabte Nown-

Eikher wa'=2 w or %h@j are unrelaked!



SPLE} Stake Nown-
Malleable Codes

—p RN\
tag|lm

tag’ % tag = m’ and m are unrelated!



One-many split-state
MOMmM&LLQ&b le co dﬁs
y FUA,
f2(A) tagl|jml
o to92ljm2
o 9l(B), / ,
9B

tagl = %ag and tag2 % tag
= (m1, m2) and m are unrelated’



Omemmanv sgtiﬁms Fabe
non-malleable codes
[ Chatto padh3a3~G03a1~Lil 5]
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tagl % tag and tag2 % tag
= (m1, m2) and m are unrelated’
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