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¢ag@ CA Services Test @CAServicesBot - 8s
& @DLogBot What's up bot?

1

" E.‘-A Services to Ml Following
@DLogBot

@CAServicesBot Thank you for using the CA
Services discrete logarithm bot. Your
request should be <group (a/m/0)>
<ephemeral key in hex>

3:58 PM - 12 Aug 2015

@
M Reply to @DLogBot



g =2

apache:
9fdb8b8a004544£0045£1737d0ba2e0b274cdf1a9£588218fb43
5316a16e374171£d19d8d8£37c39b£863£d60e3e300680a3030c
6e4c3757d08f70e6aa871033

openssl:
dab83c16d9852289d0e4af756f4cca92dd4be533b804£fb0fed94e
£9c8a4403ed574650d436999db29d776276ba2d3d412e218f4dd1e
084c£6d8003e7c4774e833

mod_ssl:
d4bcdb52406£69b35994b88de5db89682c8157£62d8f33633eeb77
2£11£f05ab22d6b5145b9f241e5acc31££090ad4bc71148976£7679
5094e71e7903529f5a824b



® @ (i nadiah — python2.7 — 65x8

sage: m = @xd4bcd52406f69b35994b88de5db89682c8157162d8133633ee577
2f11f@5ab22d6b5145b9f241e5acc31ff090adbc711489761F76795094e71e7903
529f5a824b

sage: "%x"%pow(2,@x1337,m)
'49b1a3bfc726dd886325308fab83aflebb@1f4e28d1ld6cbhas81bbf6aabs55¢cc9
fecdbbicSadeZ@f?QBbdfﬂﬂc73e5996efa58a44eff66e18fe2a6ca4825548561'
sage:



DLogBot m
49b1a3bfc/26dd886325308fab83af1ebb0114e28d1d6cbab81bbf6aatbbbecSfecdbb8cbade2

01798bdi00c73e5096afa58ad affcte18fe206cad825548561




50075569388022478418162684628050789

Wed Aug 12 18:45:33 2015 Deduced log of (470366623, 338113733, 1) from rel: 1 0222181 151
26021801420268766874662578865677 40811
Wed Aug 12 18:45:33 2015 Deduced log of . L o) from rel: 701 1
55341537108850795747444342377377 252424012
Wed Aug 12 18:45:33 2015 Deduced log of (152250701, 93107759, 0) from rel: 36862281385015626315282679892990741228490237718546917882967037128914477
SisardsusasssiaearzionasaTrs0cs2:
Wed Au 5:33 2015 Deduced log of (143560981, 107192704, 1) from rel:
3069518604305616575043006456952989875
:45:33 2015 Deguced log of (278147959, 4410170, 1) from rel:
52967400011055224573218135260330208
1as: duced log of (577776097, 143348514, 1) from rel:
79191389406541373046544351080076 90916
:45:33 2015 Deduced log of (418914989, 316721060, 0) from rel: 1787839041
8947454323548300302225949416351771128
Wed Aug 12 18:45:33 2015 Deduced log of (338071753, 301777175, 1) from rel: 1 16496692478 0944975959228432
B146328557329068755741596486570153269
ed Aug sas: educed log of (334373141, 196775784, ©) from rel: 20502409856711868202455037721201686287645344176046142661
85648832602621558624383204536645 13068
Wed Aug 12 18:45:33 2015 Deduced log of (85126349747, 78086389814, 1) from rel: 88 4772348
29239372773533486332215126620403976503407
Wed Aug 12 18:45:33 2015 Deduced log of (5160276683101, 45737121448216, 0) from rel: 177793714128774971;
5541
Wed Aug 12 18:45:33 2015 Deduced log of (206206811, 193918773, 1) from rel: 135446571 1
84197965523354933281201462 76606866566
Wed Aug 12 18:45:33 2015 Deduced log of (226880903, 205068533, 1) from rel: 3137011 72542467451
47897740996481184495739629902957951
wed Aug 12 18:45:33 2015 Deduced log of (292902821, 134190188, 1) from rel: 4394451383645821: 146631 17378792212185571" 4756
54713256595746475166024470499057 05083
Wed Aug 12 18:45:33 2015 Deduced log of (1307702399, 951504975, ©) from rel: 38841 1 77219978557
80328963175738364980433171357469136010
:45:33 2015 Deduced log of (202009439, 132696313, 1) from rel: 5867 8822228470304
B76293629942892685459127281244665422
sas: Guced log of (277410803, 9791152, 1) from rel: 191 35825611 1
28190370647197782845966543502798213
:45:33 2015 Deduced log of (5077939123, 4652063999, 1) from rel: 1
59245742927840508015025014535760 1977064
Wed Aug 12 18:45:33 2015 Deduced log of (570419228219, 397375869245, ©) from re 7223 701701700
6 Aug 12 18:45:33 2015 Deduced log of (149460671, 53992188, 1) from rel: 265181183207340713261117785875913731051
625402584417672997921002003026988191
Wed Aug 12 18:45:33 2015 Deduced log of (1004549233, 320473819, 1) from rel:
36704765635181511493534233116651018079
Wed Aug 12 18:45:33 2015 Deduced log of (500400001, 21453686, 0) from rel: 1 71, 1996411603121
BO1275264279266440000948459676830721
133 2015 # p=11141 4062112751291 84044619
3 2015 # el 60620 78988632501071061136571692547051 40250 92022300
3 2015 log(2 124654479 096450740 1511671999041
Wed Aug 12 18:45:33 2015 Log(3)=: 144121 4 1491743961 1
45:33 2015 Log(7)=5608517055392701 1703411206941 61151 1;
Wed Aug 12 18:45:33 2015 # 3671920321
Wed Aug 12 18:45:33 2015 Loo(target)=21: 1 1

wed Aug 12 18:45:33 2015 Final consistency check ok!




@DLogBot m
49b1a3bfc726dd886325308fab83af1ebb01f4e28d1d6cbas81bbf6aats55ccfe
cdbb9c5ade20f798bdf00cT3e5996efabBaddeff66e18fe206cad825548561

!ﬁ! CA Services Test @CAServicesBot - 3m

1

iy C}A Services to 3l Following
@DLogBot

a2CAServicesBot 1337

:45 PM - 12 Aug 2015

)
@ Reply to @DLogBot



PARALLEL CONSTRUCTION TIME



Imperfect Forward Secrecy: How Diffie-Hellman Fails in
Practice David Adrian, Karthikeyan Bhargavan, Zakir Durumeric,
Pierrick Gaudry, Matthew Green, J. Alex Halderman, Nadia
Heninger, Barack Obama, Drew Springall, Emmanuel Thomé, Luke
Valenta, Benjamin VanderSloot, Eric Wustrow, Santiago
Zanella-Béguelin, and Paul Zimmermann

To appear in CCS 2075 https://weakdh.org



STEP 1: RUN SOME 512-BIT NFS DL COMPUTATIONS

polynomial sieving linear
selection algebra

precomputation

L(1/3,1.923) L(1/3,1.232)

Times for cluster computation:
polysel sieving linalg descent
2000-3000 cores 288 cores 36 cores
DH-512 3hours 15hours 120 hours 70 seconds




STEP 2: EXTRAPOLATE TO BIGGER SIZES

“Also, we are investing in groundbreaking cryptanalytic
capabilities to defeat adversarial cryptography and exploit
internet traffic.” - 2013 NSA Black Budget

Vulnerable servers, if the attacker can precompute for ...

all 512-bit p

all 768-bit p

one 1024-bit p

ten 1024-bit p

HTTPS Top 1M MITM
HTTPS Top 1M
HTTPS Trusted MITM
HTTPS Trusted

IKEv1 IPv4
IKEv2 IPv4

SSH IPv4

45K (8.4%)
118 (0.0%)
489K (3.4%)
1K (0.0%)

45K (8.4%)
407 (0.1%)
556K (3.9%)
46.7K (0.3%)

(
64K (2.6%)
66K (5.8%)

205K (37.1%)
98.5K (17.9%)
1.84M (12.8%)

939K (6.56%)

1.69M (66.1%)
726K (63.9%)

3.6M (25.7%)

309K (56.1%)
132K (24.0%)
3.41M (23.8%)
1.43M (10.0%)

1.69M (66.1%)
726K (63.9%)

3.6M (25.7%)
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