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g = 2

apache:
9fdb8b8a004544f0045f1737d0ba2e0b274cdf1a9f588218fb43
5316a16e374171fd19d8d8f37c39bf863fd60e3e300680a3030c
6e4c3757d08f70e6aa871033

openssl:
da583c16d9852289d0e4af756f4cca92dd4be533b804fb0fed94e
f9c8a4403ed574650d36999db29d776276ba2d3d412e218f4dd1e
084cf6d8003e7c4774e833

mod_ssl:
d4bcd52406f69b35994b88de5db89682c8157f62d8f33633ee577
2f11f05ab22d6b5145b9f241e5acc31ff090a4bc71148976f7679
5094e71e7903529f5a824b











PARALLEL CONSTRUCTION TIME



Imperfect Forward Secrecy: How Diffie-Hellman Fails inPractice David Adrian, Karthikeyan Bhargavan, Zakir Durumeric,
Pierrick Gaudry, Matthew Green, J. Alex Halderman, Nadia

Heninger, Barack Obama, Drew Springall, Emmanuel Thomé, Luke

Valenta, Benjamin VanderSloot, Eric Wustrow, Santiago

Zanella-Béguelin, and Paul Zimmermann

To appear in CCS 2015 https://weakdh.org



STEP 1: RUN SOME 512-BIT NFS DL COMPUTATIONS

p

polynomial

selection

sieving linear

algebra

log db

precomputation

t, g descent

`

individual log

L(1/3,1.923) L(1/3,1.232)

Times for cluster computation:

polysel sieving linalg descent

2000-3000 cores 288 cores 36 cores

DH-512 3 hours 15 hours 120 hours 70 seconds



STEP 2: EXTRAPOLATE TO BIGGER SIZES

“Also, we are investing in groundbreaking cryptanalytic

capabilities to defeat adversarial cryptography and exploit

internet traffic.” – 2013 NSA Black Budget

Vulnerable servers, if the attacker can precompute for . . .
all 512-bit p all 768-bit p one 1024-bit p ten 1024-bit p

HTTPS Top 1M MITM 45K (8.4%) 45K (8.4%) 205K (37.1%) 309K (56.1%)

HTTPS Top 1M 118 (0.0%) 407 (0.1%) 98.5K (17.9%) 132K (24.0%)

HTTPS Trusted MITM 489K (3.4%) 556K (3.9%) 1.84M (12.8%) 3.41M (23.8%)

HTTPS Trusted 1K (0.0%) 46.7K (0.3%) 939K (6.56%) 1.43M (10.0%)

IKEv1 IPv4 – 64K (2.6%) 1.69M (66.1%) 1.69M (66.1%)

IKEv2 IPv4 – 66K (5.8%) 726K (63.9%) 726K (63.9%)

SSH IPv4 – – 3.6M (25.7%) 3.6M (25.7%)
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